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What is blockchain?



visit menti.com and enter the code: 4105 8280

or directly: https://www.menti.com/alheo1yv89kk

or scan the QR Code

What do you think of when you hear the word ‘Bitcoin’?

http://menti.com
https://www.menti.com/alheo1yv89kk


Motivation

• Transfer of value without trusted third party—electronic cash.


• Trust in cryptography, not in central authorities like banks. Bad people can 
change law, but not math nor cryptography.


• Privacy and/or anonimity.


• Censorship-resistant.


• Virtual-first currency, programmable money.



History

• eCash (David Chaum) - 1983



• Buyer buys eCash (certificate) 
from Bank.


• Buyer sends eCash (certificate) 
to Seller.


• Seller sends eCash to Bank, 
which verifies if it hasn’t been 
spend before and reedem eCash 
adding funds to Bank’s account.

eCash



• Requires trusted third party––
Bank.

eCash



What happens when we remove 
the central authority?



📌 Double-spending problem



History

• eCash (David Chaum) - 1983


• b-money (Wei Dai) - 1998



b-money
an anonymous (pseudonymous), 
distributed electronic cash system.


Every participant maintains a 
(separate) database of how much 
money belongs to each 
pseudonym.

http://www.weidai.com/bmoney.txt

http://www.weidai.com/bmoney.txt


b-money
How to create value

• We value only what is a scarce resource like time, electricity, trust, or gold.


• How to create artificial scarcity?



b-money
How to create value

• We value only what is a scarce resource like time, electricity, trust, or gold.


• How to create artificial scarcity?


• Cryptographic puzzles (problems in NP).


• Example: find , where x is a number to find, H is a hash 
function, and d is a difficulty level.

x s . t . H(x) ≤ d



📌 Proof-of-work

https://andersbrownworth.com/blockchain/hash

https://andersbrownworth.com/blockchain/hash


b-money
How to create value

• We value only what is a scarce resource like time, electricity, trust, or gold


• How to create artificial scarcity?


• Cryptographic puzzles (problems in NP)


• Example: find , where x is a number to find, H is a hash 
function, and d is a difficulty level.


• Solving such a crypto puzzle consumes electricity, which is a scarce resource ✅


• The number of monetary units created is equal to the cost of the computing 
effort in terms of a standard basket of commodities.

x s . t . H(x) ≤ d



Redeeming proof-of-work reward and transfer of value by broadcast
b-money



b-money
Solved:

- Money creation ✅

- Transfer of money ✅


(Impractical) assumptions:

- Assumed atomic broadcast

- 100% uptime peers


Not solved:

- Not fault tolerant


As a result, the idea was abandoned.



Fault tolerant systems
Distinguishing fault categories

• Fail-stop: nodes can crash, not return values, crash detectable by other nodes.


• Paxos (Google Chubby)


• ZooKeeper


• RAFT (Consul, etcd)


• Byzantine fault: nodes can do all the above + send incorrect/corrupted messages.


• PBFT


• …

https://raft.github.io/


Byzantine fault



Fault tolerant systems
Distinguishing fault categories

• Fail-stop: nodes can crash, not return values, crash detectable by other nodes.


• Paxos (Google Chubby)


• ZooKeeper


• RAFT (Consul, etcd)


• Byzantine fault: nodes can do all the above + send incorrect/corrupted messages.


• PBFT


• …


• They work in managed clusters and closed networks, but not in p2p open-membership networks, 
because the total number of peers is unknown, and they are prone to Sybil attacks.

https://raft.github.io/


History

• eCash (David Chaum) - 1983


• b-money (Wei Dai) - 1998


• BitGold (Nick Szabo) - 1998/2005



BitGold
Assumes existence of distributed 
timestamp services and distributed 
Bitgold registry.


Money creation (proof-of-work 
based + challenge string + 
timestamping)

https://unenumerated.blogspot.com/2005/12/bit-gold.html




BitGold
Solved (without b-money impractical 
assumptions):

- Money creation ✅

- Transfer of money ✅


Not solved:

- Distributed but not decentralised.

- Missing incentives to keep nodes 
honest.

- Not byzantine-fault tolerant.


As a result, the idea was abandoned.



History

• eCash (David Chaum) - 1983


• b-money (Wei Dai) - 1998


• BitGold (Nick Szabo) - 1998/2005


• Bitcoin (Satoshi Nakamoto) - 2008



Bitcoin



Bitcoin
First peer-to-peer electronic cash.


First to solve all ‘unsolvable’ problems, 25 years 
after the first attempt (eCash).


Published by anonymous author Satoshi 
Nakamoto.


- Most likely software developer, not a scientist 
(software first).


- Most likely one person, not a team (consistent in 
his opinions and writing style over years).


- Most likely lost access to his wallet (5% of total 
supply ~ 1mln BTC ~ $17bn @ 6.12.2022). https://bitcoin.org/bitcoin.pdf

https://bitcoin.org/bitcoin.pdf


Bitcoin
Used proof-of-work to:


1. Achieve global consensus in open-membership 
network (leadership election by computing power)


2. Create scare resource


3. Prevent Sybil attacks (vote = collective computing 
power)


4. Incentivisation to (honest) participation to the network.


5. Secure the network (reverting history requires 51% 
computing power)


Introduced blockchain — a data structure that 
timestamps transactions.

https://bitcoin.org/bitcoin.pdf

Innovations

https://bitcoin.org/bitcoin.pdf


Blockchain



Think of blockchain as a Git version control system 
Think of proof of work as way of accepting pull requests

https://andersbrownworth.com/blockchain/block

• commit <-> block


• commit hash <-> block hash


• previous commit <-> previous 
block


• file <-> address


• diff <-> transaction

https://andersbrownworth.com/blockchain/block


Bitcoin

Utility — 1) easy and censorship 
resistant transfer of value; 2) secure 
store of value.


Deflationary — halves currency 
issuance every 4 years.


Cap at 21mln, currently 19.23mln 
(92%) in circulating supply.


The law of supply and demand.


Mining costs.


Speculation.
https://bitcoin.org/bitcoin.pdf

Where does the value come from?



Transition state machine
 — states


 — transactions


 — state transition function





 = {











}

S

T

Apply : S × T → S

Sn+1 ← Apply(Sn, Tn)

Apply(s, t)

ensure(s[tfrom] ≥ tvalue)

s[tfrom] ← s[tfrom] − tvalue

s[tto] ← s[tto] + tvalue



Transition state machine
 — states


 — transactions


 — state transition function





 = {











}

S

T

Apply : S × T → S

Sn+1 ← Apply(Sn, Tn)

Apply(s, t)

ensure(s[tfrom] ≥ tvalue)

s[tfrom] ← s[tfrom] − tvalue

s[tto] ← s[tto] + tvalue

Example:





 = “Send 8₿ from Alice to Bob”





s = {Alice : 10, Bob : 0}

t

{Alice : 2, Bob : 8} ← Apply(s, t)



Transition state machine
 — states


 — transactions


 — state transition function





 = {











}

S

T

Apply : S × T → S

Sn+1 ← Apply(Sn, Tn)

Apply(s, t)

ensure(s[tfrom] ≥ tvalue)

s[tfrom] ← s[tfrom] − tvalue

s[tto] ← s[tto] + tvalue

Example:





 = “Send 8₿ from Alice to Bob”





s = {Alice : 10, Bob : 0}

t

{Alice : 2, Bob : 8} ← Apply(s, t)

Each transaction is recorded on a public, immutable and decentralized data 
structure—Blockchain.



Ethereum – generalization of Bitcoin
 — states


 — transactions


 — state transition function





 = {











}

S

T

Apply : S × T → S

Sn+1 ← Apply(Sn, Tn)

Apply(s, t)

ensure(s[tfrom] ≥ tvalue)

s[tfrom] ← s[tfrom] − tvalue

s[tto] ← s[tto] + tvalue

Ethereum 

 - smart contract codes








T

Sn+1 = Apply(Sn, Tn)

Apply(Sn, Tn) = EVM(Sn, Tn)



What is blockchain?



Blockchain is not a database
It’s an integral and secure history of changes to the database

Files LevelDB

CouchDB



Blockchainification



Blockchain

Blockchain is a decentralised clock 
securely validating and 
timestamping blocks of data.



Blockchain

Blockchain is a decentralised clock 
securely validating and 
timestamping blocks of data.



• In the context of a databases, blockchain is a secure and integral 
method of managing a distributed database.


• economy, blockchain is a technology behind digital cryptocurrencies. 
• distributed systems, blockchain is an consensus algorithm for public 

and open-membership networks. 
• security, blockchain is a technology that enforces rules of data 

correctness, agreed upon the majority of participants.

• cryptography, blockchain is decentralised trusted third party. 
• law, blockchain is decentralised public notary.

Blockchain is a



• In the context of a databases, blockchain is a secure and integral 
method of managing a distributed database.


• economy, blockchain is a technology behind digital cryptocurrencies. 
• distributed systems, blockchain is an consensus algorithm for public and 

open-membership networks. 
• security, blockchain is a technology that enforces rules of data 

correctness, agreed upon the majority of participants.

• cryptography, blockchain is decentralised trusted third party. 
• law, blockchain is decentralised public notary.


And in each area it solves some problems. That’s why its called disruptive 
technology. 

Blockchain is a



visit menti.com and enter the code: 3400 0857

or directly: https://www.menti.com/al3z3283gq57

or scan the QR Code

What would you like to see in the next lecture?

http://menti.com


Questions?
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