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Use case

Medical prognosis using machine learning

Radiology Lab = ML Provider



Use case

Medical prognosis using machine learning

Radiology Lab = ML Provider

Problems:
- The ML Provider cannot share the model as it may be proprietary

- The laboratory can not send input data to the ML Provide
because of legal prohibitions or complex agreements.

- Privacy risks



Use case

Medical prognosis using machine learning
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ML Provider

Radiology Lab

Is it possible to do this computation without the
radiology lab ever sharing the patient’s sensitive data
and the ML provider sharing its proprietary model?



Problem statement

Medical prognosis using machine learning

* Server learns nothing about Client's input;
* Client learns nothing about the Server’'s model,;

* Yet the predictions are correct.



Ideal world
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Ideal solution / \

Magic?
No, just cryptography
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Multi-party computation (MPC)

* Multi-party computation (MPC) enables a group of
independent parties who do not trust each other to jointly

compute a function f(x;, x,...x,) where Xx; is the private input
for i-th party.

O




MPC Applications

Yao’s Millionaires Problem

"Two millionaires wish to know who is richer without revealing
their actual wealth.”

So the goal is to compute x; < X, where X, is the first party’s
private input and X, is the second party’s private input.

JxL,x) =x <x
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MPC Intuition

Function as a lookup table
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MPC Intuition

Function as a lookup table

 P_x (server) represents a function
f(x{,X%,...x,) as a lookup table.

 P_x encrypts the table using randomly

selected keys for each value of x and .
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x y f(xy)=x>y

MPC IntUition 3 1 Eppu(True)

Function as a lookup table 11 By (Folse)
0 1 Epu(False)

 P_x (server) represents a function f(x;, X,...x,) as B
a lookup table. 0 3 ByulFalse)
1 2 Ejpje(False)

* P_x encrypts the table using randomly selected —
keys for each value of x and v. 1T 0  Ep(True)
« P_x randomly permute the table and send it to the 3 2 Biy(True)
other party P_y (client). 1 3  Ejs(False)
* The goal is to let the other party encrypt only the 2 0 Epp(True)
f(x,y) corresponding to the selected values x and . 2 2 Ey(False)
e P_xsends hisk_xtoP._y. 0 2 Eyp(False)
* P_x offers P_y to pick one value out of |Y| using 2 3 Epp(False)
Oblivious Transfer (OT) 3 0 Eyu(True)
* P_y, having both keys k_x and k_y can decrypt 3 3  E(False)

the value f(x,y), without learning anything about

X 0 0 Epp(False)
2 1  Eppu(True)



Function as a lookup problem

» The size of the tableis | X| X | Y|

e For two uint32’s the size of the table is
|uint32 | X |uint32 | = 23% x 232 = 2%4

 Each value encoded on 4 bytes

. 20% % 4bytes = too large



Function as a lookup problem

» The size of the tableis | X| X | Y|

e For two uint32’s the size of the table is
|uint32 | X |uint32 | = 23% x 232 = 2%4

 Each value encoded on 4 bytes

. 20% % 4bytes = too large

But, for a small domains it works fine



MPC practical solution
Yao’s Garbled Circuit

- Logic gates have a domain size of 4 = [{0,1}| x [{0,1}|.

- We can apply the lookup table technique to a sequence of logic gates,
without blowing out the table size.

Thanks to Church Theorem we know that every algorithm can be represented
as

* Turing machine

* RAM machine
* Logic gate network

As a result we can represent any algorithm via logic gate network.

Then by representing them as an encrypted lookup table compute MPC, and
we get Yao’s Garbled Circuit (GC) technique.



MPC practical solution

Yao’s Garbled Circuit
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FIGURE 22.2. A garbled circuit




Obvious Neural Network
What is the function f(x,y) ?




What is the function f(x,y) ?

What is neural network

* A neural network consist of a pipeline of layers. Each layer
receives and input vector, process it to produce an output that
serves as input to the next layer. The first layer is an input, the
last layer outputs the final prediction.

e A typical neural network process input data in groups of layers,
by first applying linear transformations, followed by the
application of non-linear activation function.

* Input -> linear transformations -> non-linear activation function
-> ... -> output



What is neural network

Linear and non-linear transformations

e The commonest linear transformation in NN is matrix
multiplications and additions.

. y:=W-x+b

 The commonest non-linear transformation in NN is logistic
function (sigmoid), Tanh, RelLU, softmax ...



What i
t i1s neural network

Lin
ea
r and non-line
ar

tra
nsformations

NN

NN

SRR
Y
//////////////4.
R
R
AN

\

NN
WY
R

W-x+5b

<

tanh(x)

Y

W-x+5b

y



Neural network prediction is all about matrix multiplications
and additions

e As aresult, any neural network can be represented as a model

: 2:i=(W, *f_(...f,(W,*X+B,)...)+ b))



What is the function f(x,y) ?

° f(Xa (Wl

.....

W, B....b)) =W, - fi_ (... (W, -X+B)...)+b,




ODblivious Neural Network
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Oblivious activation function

* Piecewise linear functions like LeRU = max(0,y) are easily
implemented using GC.

. Smooth functions like sigmoid f(y) =  are hard to
o
implement using MPC because both division and
exponentiation are computationally expensive, therefore
approximation is used.

1.0 —

 About 14 segments are enough. t




What is the function f(x,y) ?

° f(Xa (Wl

.....

W, B....b)) =W, - fi_ (... (W, -X+B)...)+b,




ODblivious Neural Network

State-of-the-art

* CryptoNets — CryptoNets: Applying Neural Networks to Encrypted Data with High
Throughput and Accuracy (Microsoft Research)(2016)

 SecureML — SecureML: A System for Scalable Privacy-Preserving Machine Learning (Visa
Research, University of Maryland) (2017)

 MiniONN — Oblivious Neural Network Predictions via MiniONN Transformations (Aalto
University) (2017)

« Chameleon: A Hybrid Secure Computation Framework for Machine Learning Applications (UC
San Diego, TU Darmstadt) (2018)

« GAZELLE — GAZELLE: A Low Latency Framework for Secure Neural Network Inference (MIT)
(2018)

« XONN — XONN: XNOR-based Oblivious Deep Neural Network Inference (Microsoft Research)
(2019)

« EzPC — EzPC: Programmabile, Efficient, and Scalable Secure Two-Party Computation for
Machine Learning (Microsoft Research)(2019)

* Delphi — Delphi: A Cryptographic Inference Service for Neural Networks (UC Berkeley) (2020)
 CrypTFlow — CRYPTFLOW: Secure TensorFlow Inference (Microsoft) (2020)



ODblivious Neural Network

State-of-the-art

Table 3: Comparison of secure deep learning frameworks, their characteristics, and performance results for classifying one
image from the MNIST dataset in the LAN setting.

L Methodology Non-linear Activation | Classification Timing (s) | Communication (MB) | Classification
and Pooling Functions | Offline | Online | Total | Offline | Online | Total | Accuracy
Microsoft CryptoNets [36] Leveled HE X - - | 297.5 - - | 372.2 98.95 %
DeepSecure [77] GC v - - | 9.67 - - 791 99 %
SecureML [67] Linearly HE, GC, SS X 4.70 0.18 4.88 - = = 93.1%
MiniONN (Sqr Act.) [62] Additively HE, GC, SS X 090 | 0.14 | 1.04 3.8 12 | 158 97.6 %
MiniONN (ReLu + Pooling) [62] | Additively HE, GC, SS v 3.58 574 | 9.32 209 | 636.6 | 657.5 99 %
EzPC [29] GC, Additive SS v - - 51 - - 501 99 %
Chameleon (This Work) GC, GMW, Additive SS v 1.25 0.99 | 2.24 5.4 5.1 10.5 99 %

Table 4: Classification time (in seconds) and communication
costs (in megabytes) of Chameleon for different batch sizes
of the MNIST dataset in the WAN setting (100 Mbit/s band-
width, 100 ms round-trip time).

Classification Time (s) Communication (MB)
Batch Size | Offline | Online | Total | Offline | Online | Total
1 4.03 2.85 6.88 7.8 L | 12.9
10 10.00 10.65 20.65 78.4 50.5 128.9
100 69.38 84.09 | 153.47 784.1 505.3 | 1289.4




My work
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